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IT Password Policy 
1 Overview
{CRC name} aims to ensure appropriate security measures across all locations, processes, data and equipment under its ownership and control. {CRC name} views this as an obligation which is shared to varying degrees among all the participants in {CRC name} including staff, students, contractors, consultants and partners.
The need for Information Technology (IT) security measures arises from the substantial (financial and time) investment {CRC name}, and partners, have made in IT assets and Intellectual Property (IP) which need to be protected. It is also supported by the need for {CRC name} to operate in an efficient manner in order to achieve its goals and to provide protection for its future ventures.
Access to the {CRC name} network resources is a privilege not a right. Unless prior approval is gained from the {insert contact person role}, access to the {CRC name} network is provided in strict accordance with this policy. {CRC name} may impose disciplinary action for breaches of this policy.
1.1  Aim
The aim of this IT password policy is to ensure that {CRC name} and its staff can avoid any unacceptable risks associated with its networks, as outlined in the {CRC name} cybersecurity Policy. The use of passwords must be subject to the principles contained in this document, which aim to restrict the use of these items to the purposes for which they are intended, and to prevent their use in a manner which restricts the rights of others.
Threats to the security IT systems may be caused by accidental or deliberate damage and may be caused by people, systems or natural incidents.
1.2 Management
The IT password policy is approved by the {insert role} of {CRC name}, and implementation will be managed by the {CRC name} {insert contact person role} who is the key contact of all {CRC name} IT security policies.
It is the responsibility of every person involved in {CRC name} to adhere to the IT password policy. All {CRC name}staff, students, and associates are jointly responsible for the security and protection of our network.
1.3 Roles
Any individual may have multiple roles under this policy ie business owner, content creator or end user. The following roles are defined as: 

Business Owner: Defined as the owner of a particular business unit or project. A Business Owner may be {CRC name} executives, a project leader, IT Support Staff, or a supervisor.  
· Business Owners take ownership and responsibility of the security of IT resources under their domain.
· Business Owners take responsibility for policy compliance by Content Creators and End Users under their area of responsibility.
· The Business Owner will liaise with the Business Manager to ensure the security of their IT resources.
Content Creators: Defined as anyone who creates, or modifies, IT data within {CRC name}, including but not limited to developers, administrative staff, researchers, and students.
· Content Creators are responsible for the security and integrity of the data they create, including version control.
· Content Creators are to advise the IT Manager immediately with any concerns to the security and integrity of their IT Data.
End Users: Defined as anyone who uses {CRC name} IT resources.
· End Users are responsible for keeping their systems physically and logically secure in accordance with this policy.
· End Users are responsible for the integrity of their passwords, and will conform to the password guidelines as defined in this IT Password Policy.
· End Users are to advise the IT Manager immediately on any suspicious activity, or breaches in this policy. 
2 IT Password Policies
The following conditions apply to passwords provided by {CRC name} and external agents:
2.1 Password policy
1. All resources require a valid username and password. Shared resources will use generic shared usernames and passwords. Resources allocated to an individual will have unique usernames and passwords.
2. End Users are responsible for the integrity of their passwords.
3. All desktop and laptop computers of {CRC name} staff are to have a password protected screen saver, activated after 15 minutes of idle time.
4. Any databases opened to the internet are to be password protected with a non-default password.
5. Any external access to Rozetta Institute resources requires password protection.
6. Passwords provided by partners are to adhere to the above conditions.


2.2 Password integrity
1. End Users are responsible to ensure that their passwords are complex and not easily guessed.
2. End Users are responsible to change their passwords on a regular basis.
3. End Users are not to share passwords with other staff, with the exception of the {insert contact person role} and IT Technical support upon request.
4. End Users should not use the same password for services provided by external agents and those provided internally by {CRC name}.
5. End Users should not use the same password for {CRC name} and external services as they use for any personal services.
6. End Users are not to store passwords and details of the service and username together.
7. Passwords are not to be sent by unencrypted email.
8. Passwords are not to be sent to external mail servers.
9. In the event of a suspected password compromise you must contact the Business Manager immediately.
10. Passwords provided by partners are to adhere to the above conditions.



    				


IT & Password Policy Example This document is included by way of an example and may not be up to date. Before using this document you should obtain appropriate independent professional advice and check that the document is current and complete. Last Updated February 2025.
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